


Provides e-mai

Entirely supported and operated by amate
(Amateur Radio Safety Foundation, Inc.).

Winlink Express software is the preferred client application.

Adopted for contingency communication by many /
governmentagencies (DHS SHARES Program).

Used by infrastructure-critical NGOs such as International
American Red Cross, Southern Baptist Disaster Relief, D
Tiered AT&T Disaster Response& Recovery, FedEx, Bri
Emergency Response Team, etc.
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WHAT IS WINLINK

The diagram below gives an overview of the Winlink system

connection or Winlink ;

website N\ \Redundant CMS
. Servers

\
N\

Messages delivered via
Radio “last mile" connection

& :% : y
Messages delivered via (=] Ny -2 RMS gateway
CMS Server to Intemet Local via Packet or Vara L T ' station

Addresses FM, long distance via HF
Vara, ARDOP or PACTOR

Remote Site or EOC
Using Winlink Express S
client and Packet, Vara, ™  Remote Site or EOC
ARDOP or PACTOR Using Winlink Express, in

between stations
Winlink System Diagram




for training (no radio equi
or network is busy.

= VHF/UHF Packet (local LOS propagation) —

9600 baud — Fast, reliable, range may be limited and requires S400+
modem (Kantronics or SCS Tracker) or a good sound card interface

(non-Signalink) modem. Radio must be 9600 capable. /

1200 baud — Slow, but can use inexpensive TNC like Byonics
TinyTrak-4, TNC-X, or sound card interface with software
TNC application. Will work with virtually any FM radio.

Experimental Speeds — Between 1200 and 9600 using PS
and sound card interfaces

Vara FM — Multi-carrier OFDM “high speed” conne



WINLINK CONNECTION

MODES

HF ARDOP — “Poor man’s Pactor”. Not as
good as Pactor, but operates with an
inexpensive sound cardinterface, speeds
between Pactor 2 and 3.

HF Pactor 1, 2, 3 and 4 — Fast and reliable
but requires an expensive TNC ($1500+).
Pactor 4 not permitted in US.

Vara HF — Multi-carrier OFDM with 2.4kHz
or 2.7kHz bandwidth. HF speeds equal or
better than PACTOR 3/4.

All RF modes can operate in Peer-to-Peer
mode (P2P).

Telnet Winlink
Packet Winlink
Pactor Winlink
Robust Packet Winlink

Winmor Winlink
Ardep Winlink
WVara Winlink

Yara FM Winlink
Iridium GO Winlink

Packet P2P

Pactor P2P

Fobust Packet P2P
Winmaor P2P
Ardop P2P

YVara P2ZP

YVara FM P2P
Telnet P2P

Pactor Radio-onl




Computer running
Microsoft .NET 4.6 framework.
V//UHF radio with data port (1200/9600) or speaker/mic
connection (1200 only).

Packet hardware TNC (Kantronics, TNC-X, MFJ, etc.), or
USB sound card interface (DRA, Signalink or similar). TNC/

might require a USB to RS232 Serial dongle.
Note: Some new radios have built-insound cards/TNC’/
Software downloads: winlink.org

All software isfree, but donation is suggested (S
registration is required to unlock full speed features).




= Some radios include a bui
= Might require a USB to serial adapter

= Use FTDI chipset devices for best results




Simple device powered by USB
connection.

Cost is about $70-200.

>eds to have a data (sound)

and speaker
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Hardware TNC
= Many available, maybe an old one in
= Simple COM port connection.

= No additional software needed.
Sound Card Interface

= Can be used for other digital modes besides Winlink. /

= Software TNC has superior decode over older /
hardware TNC.

= Can be used for Packet, ARDOP and Vara HF/FMon

Winlink.



Hardware TNC
= Only does packet (or maybe Pactor too).

= Older units do not perform as well, no new

development.
= Will require USB to serial adapter. /

Sound Card Interface

= Sound levels and other settings may be changed
unintentionally by OS updates or other applications

= Requires additional software, and a slightly mor
complex operation (training issue?).



Application
Winlink Express 1 (Protocol

Serial Port Audio & PTT
Application TINC App || Sound | | Radio

Winlink Express 1 (Pro’rocol)1 Card 1

TCP Port oS Audio & PTT
Sound System



=Search engines may s
= Extract the .msi installer from the zip file an

= Complete the setup screens (call sign, password, location,
preferences, etc.).

= Create and send a new message to register call sign with
the Winlink System (creates a


mailto:call@winlink.org

WINLINK EXPRESS
INITIAL SETUP

::5 Winlink Express Properties

Call Signs Contact Information (Optional)

My Callsign: AETGQ My Password: sesses
(Case sensitive) Mame: Michael Bamhart

Callsign suffix {optional): {Used for courtry code) Change password Street address 1: “_

Street address 2:

Password recovery e-mail: ae7gg

(Mon-Winlink e-mail address where lost password will be sent when requested) City: Vancouver

State/Pravince: WA

Remowe Callsign Request password be sent to recovery e-mail

Country: s
Postal code: 08664

Auxiliary Callsigns and Tactical Addresses
Web Site LURL (optional):

Add Entry
T Phone number: -
Remove Entry
= Mon-Winlink e-mail: ae?gq

Edit Entry

Additional information {optional):

My Grid Square: CMEERO Lat/Lon to Grid Square

Winlink Express registration key: 152267EEC4FED40EAIG16B303F75A545

Service Codes Recalculate HF path quality if SFl changes mare than: 30

EMCOMM PLBLIC Keep logs far weeks. Keep deleted messages for 30 days.

(Lse PUBLIC for ham call signs. Separate multiple service codes by spaces ) () Display list of pending incoming messages prier to download

if you change service codes, you must update the list of channels. € Wam about connections to stations holding messages

B Alow diagnostic information to be sent to the Winlink Development Team
B Automaticaly install field4est (beta) versions of Winlink Express
B Automatically install updates without prompting




USER PREFERENCES

= Click “Files” followed by “Preferences/Message Notification”

Preferences

Message Reading Options

Viewing seconds before marking message read: 2

Automatically move read items to Read ltems folder

Message acknowledgement options
Default to requesting message read acknowledgements
Automatically send message read acknowledgements without prompting

Ignore read acknowledgement requests on incoming messages
Message sending options
Automatically add contact entry for each destination address

Add "/MWL2K" to the subject of messages

Line wrapping

Wrap print lines after this many characters: 72

Distance Units

o5 Message Notification and Forwarding

New Message Notification

Make sound if message prioity is at least this high:
New message notification sound:

Repeat sound until message is read

Stop the sound

Automatic Message Forwarding

Automatically forward messages to the specified addresses

Forward if the message priority is at least this high

Forward via CMS if Internet is available, otherwise put in Outbox

Addresses to foward to (separate with comma or semicolon)

=
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New
Message
Button

Click “To”
or “CC” for
contacts

Multiple
recipients
and CC

File
attachments

OMPOSING A
MESSAGE

Post to
Outbox

Winlink Express 1.5.2.0 - N57C

- Settings Message  Attachments  MoveTe:  Saved Items v Delete Open Session: ‘ Logs Help
a6 FEXHS3 > e

System Folders Date/Time w Message ID Size Source Sender ecipies Subject

Inbox (0 unread) . 3| 2017/04/1002:19  QKZAGFHIOEX1 348 KG7EGS  KGVEGS NS7C Re: /AWL2K AAECT Net Check In

O O __ wuke |
Outbox (0) | [E]20181231 1951 [swaomvrmu. [s14 [waske  |wake [usc AP | Fw: /AWL2K EOC to EOC - 12-31-16 - Brercise Treffic

Sentltems (41) - | E'
Saved ltems (1)

Deleted ltems (0) Close  Select Template  Met CheckIn  IC5213  Attachments Postto Outbox  Spell Check  Savein Drafts
Drafts (0)

Winlink Message () Peerto-Peer Message Request read receipt

S Giobal Folders | | : Request

f Read
' Receipt

KIRKLAND _CITY_HALL
KIRKLAND_FIRE_DEPARTMEL
LANGLEY BC_

MAPLE VALLEY




DING MESSAGE

Open
Session

e Winlink Express 1.5.2.0 - NS7C

Settings  Message  Attachments Move To:  Saved ems ~ Delete  Open Session: | Packet Winlink ~| Logs Help

System Folders Date/Time w Message ID Size Source Sender

Inbox (0 unread) m[: 2017/0410 2244 IDADHYIHSVSG 2064 WATALB FW: /AWL2K WA R4 EOC Sitrep-12/31/16 Quarterdy Activation-
Read ltems (O

Sentltems (41)
Saved tems (1)
Deleted ltems (1)
Drafts (0)

Personal Folders

- R s
er 2017/04/10 22:44

Global Folders om: N57C

: WATAUB
Source: N37C
Subject: FW: //WL2ZK WA R4 EQC Sitrep-12/31/16 Quarterly Aetivation-

Message from EKFTUXE sent 2016/12/31 18:31
BELLEVUE_EC &
EASTSIDE FIRE AND RESCL Message ID: PZOBG2EEKO0S913
FﬁIHEﬂNK:MEMI:_:IHIﬁE_H Date: 2016/12/31 18:31
From: EF7 3
To: HSTC
Source: EFTUXB
Subject: //WLZK WA R4 EOC Sitrep-12/31/16 Quarterly Activation-

KING COUNTY_SAR
KIRKCAND_CITY_HALL . .
KIRKLAND_FIRE_DEPARTME! | |Originating EOC: [Region 4]
LANGLEY_BC_EOC

_EOC ) o: NSTC

_WHIDBEY ~




of the transfer me

« Connect to the Gateway or P2P partner
« Handshake capabilities, exchange calls/password
« Exchange messages (both send and receive) /

* If there are no further messages to fransfer, disconr/




TELNET SESSION

CONNECT, LOGIN, SEND MESSAGES, DISCONNECT

S Telnet Winlink Session O =

Exit  Settings Stop  Timeto next Autoconnect = Disabled

*** Connecting to a CM5...
*** Connected to CMS-55L at 2023/05/12 15:28:46
[WLZK-5.0-B2FNIHIME]
PQ: BHZ92180
CM5=
P NSTC
[RMS Express-1.7.6.2-B2ZFHME]
:FR: h20h4551
- WL2K DE NSTC {CM35FF)
FC EM SVMSCOSWYNHT 4122 17020
F=24

PM: NSTC ACYX53ITX311 452 scott d cume@gmail. Test M H
Loy scott.d.cume@gmai com Test Message Syccessful connections

** Sending SVMICOSWVNH7, :
FC EM ACYXGSITX31] 548 452 0 end with FF and FQ

*** Completed send of message SVMSCOSWWNHT
*** Sent 1 message. Bytes: 1785, Time: 00:00, bytes/minute: 352662 CommOhdS, fO”OWGd by

e a disconnect. If these

*** Receiving 4CYX59ITX31 HP .
e s T bytes received are missing, the session

*** Bytes: 475, Time: 00:00, bytes/minute: 452641 fC”led Ond mUS‘I' be
FF

. retried.

*** — End of session with WL2ZK at 2023/05/12 15.28:48 —

*** Mezsages sent: 1. Total bytes sent: 1785, Time: 00:01, bytes/minute: 60241

*** Messages Received: 1. Total bytes received: 475, Total session time: 00:01. bvtes/minute: 16030
*** Disconnected at 2023/06/12 19:28.48




Forms can be simp
= Forms can look as good as any web site.
= Forms are easy to use and prompt user for required
information.
= The Winlink team maintains a library of forms that are
included with the Winlink Express Client. /
= Custom forms can be created by the user.
= Complex forms are difficult to create unless you
understand HTML, cascading style sheets and
JavaScript.



= A template tha
the text message to be sent.
= An input form that solicits input from the user.
= A display form that formats and displays the
information on the recipient’s computer.
= The form itself is not transmitted, only the data
entered on the form.
= Forms may be very complex and feature rich, but the
actual data transmitted is very compact.
= Receiving station must have the display form installed
for proper display, but they will still receive a t
version of the message.




WINLINK EXPRESS FORMS
ICS FORM FOR DATA ENTRY IN BROWSER

General Message (ICS 213)

| Load ICS213 INITIAL Data |  _Form Insfructions

1. Incident Name: |Aubum Wildfire
2. To (Name/Position): |OPS Chief, King County EOC
3. From (Name/Position): |Scott Currie, OPS Chief, Aubum EOC

4 Subject 5 Date: 0162 |[6 Tme

7. Message:

Auburn brush fire has expanded to 109 acres and is 28% contained. Firefighters will be working
property protection on the East side during the evening hours, and will resume attack on main
fire line in the morning. WX report indicates east winds to 15MPH this evening which will hamper
efforts. Next update at B84:80 or sconer if conditions change.

2. Approved by: | Jerry Thorson Position / Title:  |EOC Manager
| Save IC5213 INITIAL Data | Submit | | Reset Form | Senders Base Call: Ver 36.2




WINLINK EXPRESS FORMS
COMPLETED FORM READY TO SEND

Close  Select Template  Attachments  Postto Outbox  Spell Check  Sawve in Drafts

v (W) oon (ke <] ) et o
0

Subject:  |CS 213 Auburn Wildfire
GEMERAL MESSAGE (IC5 213)

1. Incident Name: Auburn Wildfire

2. To (Mame and Position): OPS Chief, King County EQC

3. From (Mame and Position): Scott Currie, OPS Chief, Auburn EOQC
4 Subject Status Update

5. Date: 2019-6-24

6. Time: 20:22

7. Message: Plain text version in message body

Auburn brush fire has expanded to 100 acres and is 20% contained. Firefighters will be working property protection on the
Eastside during the evening hours, and will resume attack on main fire line in the morning. WX reportindicates eastwinds to
15MPH this evening which will hamper efforts. Next update at 04:00 or sooner if conditions change.

8. Approved by: Jerry Thorson




AVAILABLE WINLINK
EXPRESS FORMS (ICS)

:::: Manage HTML Forms

Close  Add

SA Forms
-ICS207 Incident Briefing viewer html
-ICS207 Incident Briefing html
-ICS202_Incident_Objectives html
-ICS202_Incident_Objectives_Viewer hitml
-IC5203 Org Assignment Viewer html
-IC5203 Org Assignment html
-ICS204_Initial html
-ICS204_viewer html
-IC5205 Radio Plan_Initial html
-IC5205 Radio Plan_Viewer html
- ICS2054_Initial html
-ICS2054_Viewer html
- ICS206_Initial html
- IC5206_Viewer html
-IC5208_Safety Message_Plan _Initial hitml
-IC5208_Safety Message_Plan _Viewer html
-IC5210_Initial html
-IC5210_Viewer html
-IC5213RR_Initial html
-IC5213RR_Viewer html
-ICS213_Initial html
-ICS213_Inttial_Viewer html
-1C5213_SendReply html
-IC5213_SendReply_Viewer html
-ICS2144_Initial html
-ICS214A_Viewer html
-ICS214_Initial html
-ICS214_Viewer html
-ICS215A_Incident-Safety Analysis_Initial html
-ICS215A_Incident-Safety Analysis_viewer.html
-ICS2174_Initial html
-ICS217A_Viewer html
-1CS309_Initial html
-ICS309_Viewer html

MAPRIKS SIS EOBRRS




AVAILABLE WINLINK
EXPRESS FORMS (GENERAL)

:::: Manage HTML Forms

Close  Add

- FEMA Forms
-FMRE Forms
-GENERAL Forms

‘. After Action Report Viewer html
After Action Report_Initial html
Bulletin Initial html
Bulletin Viewer. html
Damage_As=sessment_Initial html
Damage_Assessment_Viewer html
Field Situation Report Initial html
Field Situation Repart viewer html
GPS5 Position Report hitml
Humanitarian Needs ldentification viewer html
Humanitarian Needs ldentfication html
Incident Action Plan Inttial html
Incident Action Plan Viewer html
Incident_Status_Initial html
Incident_Status_Viewer himl
Information Initial html
Information Viewer html
Cuick Message Initial html
Cuick Message Viewer html
Guick WEB EOC Resource Request Viewer html
Quick WEB EOC Resource Request_Inttial html
Race Tracker Initial html
Radio Met Log Initial html
Radio Met Log Viewer html
SITREP_Initial html
SITREP_Viewer html
Welfare_Message_Initial html
Windshield Damage Worksheet himl
Winlink_Check_In_Initial html
Winlink_Check_In_Viewer html
Winlink _Check_out_Initial html
Winlink_Check_out_Viewer html

CMEDA! MENICA] Carme




= Afull set of s
= Installed with the application
= Maintained by WDT
= Updates are downloaded whenever Winlink

Express is started (via Internet)
= Forms can be requested via radio /
* Form data can be saved and reloaded to save time

when similar messages are sent

= Locally developed forms must be maintained by use

= |f there are enough users, local forms can be

added to the distribution




GPS AND MAP SUPPORT

ﬁ Winlink Express 1.5.44.0 - NS7C
NS7C v Settings Message  Attachments Move To: Delete  Open Session: | pPacket Winlink v| Logs Help
LDesn o666+ EX H S > @
No active session. ﬁ Maps and CSV Files for Forms X
System Folders I Subject A
Inbox (0 unread) E Select form: i SPOTREP-2 5 J te: 213-2020 Field Day-Field Day Fomal Traffic - 20

Read ltems (0) =] T oy :
Outbox (0) 2 =) 1 eld Day-Field Day Formal Traffic

Sent tems (218) =] gt B8 Msp of SPOTREP-2

Saved ltems (0 =)
Deleted Items( ()115) 4 Map provider: | Bing Set Filters Zoom-In  Zoom-Out  Save as jpeg
Drafts (0)

.
Personal Folders c ‘ San Jose

SPOTREP-2 from K7WVI

Sender: KTWVI : 57 National Dgi:;l:“\’/:r'e.y\'
Date/time: 2021-12-16 11:00 (local) oo\ Vls.alia \3'\ ‘ {Egtgsl WPark ]
Age: 15.3 days P oyl %Y N
Message ID: SXFXKYO2QDW4 [Nation: CALIFORNIA \ ~ ¥
Subject: //WL2K (R} - Routine/ SPOTREP 2021-12-16 19:00:46Z it "Seqﬁoia A S
Latitude Longitude: 35° 38.38' N 120° 40.70' W : \ National,
MGRS: 10SGE1020646458 i\ Forest
Range and bearing: 2.0 mi @ 104 { o
Precedence: (R) - Routine
Task Number:
City/State/Territory:
LandLines functioning?: YES
LandLines note:
I am operating Cell Phones functioning?: YES | \ ;
Callsign: NS7C | Cellphonenote: A | * Los Padres
Clase.s 11 AM/FM Broadcast Stations functioning?: YES J g k’N.aﬁona.L e
Broadcast Station note: Eores_tm' N
TV Stations functioning?: YES > "
TV station note:
Internet functioning?: YES
Internet note:
Commercial Power functioning?: YES
Commercial Power note:
Public Water Works functioning?: YES
Public Water Works note:
Additional Comments:
POC: Kathy

T RIE
SLOECC_NORTH_COUNTY Message:




GENERATED ICS-309 PDF
MESSAGE LOG REPORT

1.5.19.0 -

WATAUB - Settings | Message | Attachments MoveTo: Saved tems ~ Delete OpenSession: |Telnet Winlink ~| Logs Help
Mew Me e
JeBe &6 b E m e

System Folders Reply to All... Source Sender Recipient Subject

Inbox (0 unread - Forward... NS7C NS7C WATALB //WL2K Washington State Resource Ret

Read ltems (0) L Forward without change...
Outbox (0) I
Sentltems (75) Acknowledge receipt...
Saved ltems (0)
Deleted ltems (0)
Drafts (0) Edit...

Save message as...

Nat Check-in (0] Templates..,
et Check-in
Template settings...

Set favorite templates...

HTML Forms k.org

= — esource Begquest-AUB-001
Global Folders Generate IC5-309 Communication Log

Export messages

Import messages

Archive messages
Bequesting Agency: Auburn
AUBURN_EOC County: King CJ:.ty.’Tribe: Auburn
BELLEVUE EOC Requestor Tracking #: WA-AUB-001
COAEM-EMCOMM@GOC GRC State Tracking #: AUB-001
EASTSIDE_FIRE_AND_RE Priority: Incident Stabilization

FAIRBANK_MEMORIAL_HO revml Stariess I
FEDERAL WAY Cveral Status: Unassigned




WSDOT BRIDGE AND ROAD
REPORT FORMS

. Manage HTML Forms

Close Add Remove  Edit

- IS USA Forms
-- MAPPING-GIS FORMS
- OR STATE Fomms
-- RADIOGRAM & RRI Forms
- 5C STATE Forms
- SHARES Foms
- T STATE Forms
- USGS
EI A STATE Forms
- Emergency_Waorkers_Activity _WA_Initial html
- Emergency_Workers_Activity WA _Viewer html
EyeWWam_Form_Initial html
EyeWam_Fom_Viewer html
CS213IRR_WA_Initial html
CS21IRR_WA_Viewer html
SHAP_WA_Initial hitml
SMAP_WA_ Miewer html
R4 _EOC_Sitrep_WA_Initial html
Rd_EOC_Sitrep_WA_Viewer html
RR_WebEQC_WA_Intial html
RR_WebEQC_WA_Viewer html
WSDOT Bridge Damage Report initial html
WSDOT Bridge Damage Report viewer.html
- WSDOT Roadway Damage Report initial html
- WSDOT Roadway Damage Report viewer html
I WEATHER Forms




GENERATED ICS-309 PDF
MESSAGE LOG REPORT

This application
provided by the WDT,
will generate a
communications log for
a date range




WOAD is an WinlinkCLient a
available in the Google Play Store.
RadioMail is a Winlink Client for iOS Devices, available in the

Apple App Store.

Both are capable of doing a telnet Winlink session via a WiFi
Connection or over the smart phone’s cellular data
connection.

They will also work with the Mobinlind TNC3 and YNC4 TNCs.



EmComm applic
The Winlink Development Team con
capabilities and adapt to changing needs.
Installation and set up is relatively easy.
Familiar “e-mail” like interface.

Supports multiple radio-based transfer modes.
Support for both hardware TNC and sound card radio
interfaces.

%
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